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Information contained in this document has been reviewed for accuracy. But it could include
typographical errors or technical inaccuracies. Changes are made to the document periodically.
These changes will be incorporated in new editions of the publication. QSAN may make
improvements or changes in the products. All features, functionality, and product specifications
are subject to change without prior notice or obligation. All statements, information, and
recommendations in this document do not constitute a warranty of any kind, express or implied.

Any performance data contained herein was determined in a controlled environment.
Therefore, the results obtained in other operating environments may vary significantly. Some
measurements may have been made on development-level systems and there is no guarantee
that these measurements will be the same on generally available systems. Furthermore, some
measurements may have been estimated through extrapolation. Actual results may vary. Users
of this document should verify the applicable data for their specific environment.

This information contains examples of data and reports used in daily business operations. To
illustrate them as completely as possible, the examples include the names of individuals,
companies, brands, and products. All these names are fictitious and any similarity to the names
and addresses used by an actual business enterprise is entirely coincidental.

Notices
©2024 QSAN Technology, Inc. All rights reserved.

www.gsan.com



Application Note

Technical Support

Do you have any questions or need help trouble-shooting a problem? Please contact QSAN
Support, we will reply to you as soon as possible.

= Via the Web: https://www.qgsan.com/technical support

Via Telephone: +886-2-77206355

= (Service hours: 09:30 - 18:00, Monday - Friday, UTC+8)

= Via Skype Chat, Skype ID: gsan.support

=  (Service hours: 09:30 - 02:00, Monday - Friday, UTC+8, Summer time: 09:30 - 01:00)

= Via Email: support@gsan.com

Information, Tip, and Caution

This document uses the following symbols to draw attention to important safety and
operational information.

INFORMATION

INFORMATION provides useful knowledge, definition, or terminology for
reference.

TIP
TIP provides helpful suggestions for performing tasks more effectively.

Preface
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CAUTION

CAUTION indicates that failure to take a specified action could result in
damage to the system.

Preface Official
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Nowadays, the most valuable kind of information takes on everywhere from the internet.
Digital data is the life blood of business, government, and our everyday virtual lives. One of the
most critical risks facing every organization is the threat of a ransomware attack. Ransomware
can strike any internet-accessible device without warning and then quickly spread throughout
your entire infrastructure. An attack can disable business operations and cost significant time
and real money to resolve.

Veeam supports immutable backup, starting from Backup & Replication v11 (currently v12)
which is an untouched version of that source data that is always recoverable and safe from any
failure scenario. Veeam Backup & Replication enables you to store your short-term retention
backups locally onsite for fast recovery with the protection of immutability. In addition, you can
now tier those backups into an immutable storage offering offsite, giving you additional
protection against unforeseen malicious activity or accidental deletion.

Additionally, Veeam offers free software called Veeam Agent for Microsoft Windows. It is a
powerful solution designed for backing up PCs and servers. We will also introduce this free
software later.

QSAN storage and Veeam provide an efficient and highly secure solution. It also optimizes IT
resources and provides agility solutions for ever-increasing data.

1.1. Veeam Backup & Replication Software

Veeam Backup & Replication v12 is a comprehensive solution encompassing backup,
replication, anti-ransomware protection, disaster recovery, and VM (Virtual Machine)
monitoring, designed to fulfill the data protection requirements of contemporary virtual,
physical, and cloud environments.

Veeam Introduction
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Veeam .
Backup & Replication”

This document highlights the seamless integration of Veeam Backup & Replication v12 with
QSAN storage solutions. In the fast-paced business landscape of today, safeguarding the
security and accessibility of critical data is paramount. Veeam's robust backup and replication
software, when paired with QSAN's dependable storage infrastructure, offers a holistic solution
tailored to the evolving demands of modern enterprises. This document examines the
collaborative strengths of Veeam and QSAN storage, illustrating how their combined features
enable organizations to efficiently and effectively meet their data protection, disaster recovery,
and business continuity objectives. Whether serving a small business or a large corporation, the
integration of Veeam with QSAN storage delivers a scalable and cost-effective strategy for
safeguarding your essential data assets.

1.2. Veeam Backup Agent for PC and Server

The Veeam Agent for Microsoft Windows is a powerful and free software solution designed for
backing up PCs and servers. One of its notable features is the ability to seamlessly integrate
with NAS (Network Attached Storage) and SAN (Storage Area Network) devices, providing users
with flexible and efficient backup options. This document focuses on the utilization of the
Veeam Agent in conjunction with NAS and SAN, showcasing how this combination can enhance
data protection strategies for both individuals and organizations. By following the instructions
and best practices, users will gain valuable insights on effectively integrating the Veeam Agent
with NAS and SAN, thereby optimizing their backup processes and ensuring the security and
availability of critical data.

Veeam Introduction
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INFORMATION

Veeam Agent Webpage: Veeam Agent for Microsoft Windows FREE

TIP

QSAN tested the FREE Community edition. It is compatible with paid editions
such as Workstation and Server. Here is the feature comparison table:
Veeam Agent Feature Comparison

Veeam Introduction Official
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2. CONFIGURE VEEAM BACKUP & REPLICATION

In this chapter, we will take an in-depth look at backup solutions integrating Veeam Backup &
Replication v12 software with QSAN storage.

2.1. Recommended Storage

1. Use XCalc. tool on the QSAN website to obtain recommended storages.
2. Enter the Total Usable Capacity Required and the desired RAID Level.

XCalc.

Input your parameters to estimate the necessary quantity of disks and find the most suitable products to support your unigue environment.

1 Total Usable Capacity Required

10

2 Single Drive Size

1

39 RAID Level

RAID 5

3. Select the Virtualization option.

Configure Veeam Backup & Replication Official
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Find Out Your Suitable Storage

Total Usable Capacity XCubeFAS XF3126  Proposal Details

Disk Required: 13 Configuration Highlights

Usable Space: 11 TB - ps-evel latency

11000 - Virtualization ready
- 99.9999% high availability
- Dual active controller

Select Your Plan HEAD : XF3126 x1 660000

O Best Price-Performance

O Best Cost-Efficiency

9 T XCubeSAN XS5324  Proposal Details v

O Surveillance
O Backup Configuration Performance Highlights
O File Sharing - Auto tiering
8938 - Support MPIO
- Support SED

O Education Industry 804375

4. Select the model and click the Proposal Details button to view more.

XCubeNXT XN8124  Proposal Details v

Configuration Highlights

- Auto tiering
7597 - Support CIFS /iSCSI / NFS
- Support SED

HEAD : XN8124 x1 683719

5. If necessary, click the Export the Result button to export the report.

Configure Veeam Backup & Replication
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2.2.

Find Out Your Suitable Storage

The Configuration for the Total Capacity:

ity Required: 10 TB
Single Dri 1TB
RAID Level: RAID 5

Total Usable Capacity
Disk Required: : 12
Usable Space: : 11 TB

Select Your Plan: Virtualization

Key Features of this Configuration

CPU RAM

XCubeNXT XN8124

Configuration

HEAD : XN8124 x1

1 Units of XN8124

Active-Active Architecture

Application Note

Performance

Throughput(MBps)
7597

0PS

683719

Fullv Rediindant Modular

Environment and Topology

Configuring Veeam on the server is straightforward and requires minimal hardware resources.

In fact, Veeam's hardware requirements are very modest. For added convenience and flexibility,
Veeam can even be installed directly on a VM hosted on the VMware ESXi server to be backed
up. This means that you can leverage an existing Windows-based VM on an ESXi host to install
Veeam, and then use that VM to perform a backup of the entire virtualized environment,
including the VMs that reside on the ESXi server itself. This approach not only simplifies the
setup process but also optimizes resource utilization by integrating backup capabilities into the
virtualized infrastructure.

Demonstration Environment

=  Server

CPU: 4 cores

Memory: 4 GB

Disk: 100 GB

IP Address: 192.168.195.23

Configure Veeam Backup & Replication
©2024 QSAN Technology, Inc. All rights reserved.
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= Storage

= Model: XCubeNXT 8124D
Memory: 16 GB per controller
Disk: 12 x 10 TB Nearline SAS HDD
= Pool: RAID 6
Volume: 2 TB file volume
Protocol: CIFS
IP Address: 192.168.195.1

Demonstration Topology

Veeam Setup Guide

Application Note

The connection is very simple, here is the brief one and any topology that will work if the logical

connection is pingable.

Veeam backup

e m e — e — — e mm — m mm e —— — = —— -

1
—

(22222

10GbE * 2

QSAN Storage

Figure 2-5  Demonstration Topology

Configure Veeam Backup & Replication
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2.3. Configure Backup Steps

In this use case, we will explore how to perform a backup using Veeam Backup & Replication
v12 and store the backup data on an XCubeNXT storage solution. This configuration ensures the
security and accessibility of critical data, providing a reliable solution for data protection and
disaster recovery.

1. After create file volume, share, and CIFS share host in XCubeNXT, run Veeam Backup &
Replication v12 application.

2. Click the Add Repository icon to add the repository. And then select the Network Attached
Storage option.

Veeam Backup and Replication

Manage Repositary Tools
Ba(kuplnfk‘ru(turt Q
{5 Backup Proxies Name Type Host atl
= Backup Repositories = Backup Repository iscsi Windows WIN-UNP1401...  W:\Backups
a External Repositories 2= Default Backup Repository ~ Windows WIN-UNP1401...  C\Backup
=+ Scale-out Repositories = ISCSI Windows WIN-UNP1401...  C:\Users\Admin..

&» WAN Accelerators
~ Service Providers
4 1 SureBackup
‘11 Application Groups
20, Virtual Labs
4 (Z1Managed Servers

"= Microsoft Windows

ﬁ Home
E’f:l nventory
x

leE Backup Infrastructure

& o Infrastruct
I‘fg; Storage Infrastructure

fﬁ Tape Infrastructure
[5) Fies

s 2 <| w

Configure Veeam Backup & Replication
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ackup and Replication

Home Backup Repository

. x
Rescan Add Backup Repository
Repository Select the type of backup repository you want to add,
Manage Repository Tools
Backup Infrastructure
= Direct attached r.rn«&_;e
1
B Backup Proxies 50 Microsoft Windows or Linux server with internal or direct attached storage. This configuration enables data
o movers to run directly on the server, allowing for fastest performance.
Backup Repositories g GB
External Repositories | GB
Scale-out Repositories I Network attached storage GB
&» WAN Accelerators e Network share on a file server or a NAS device, When backing up to a remote share, we recommend that you
Service Prowiders select a gateway server located in the same site with the share,

Pl ‘t SureBackup
1 Application Groups ::1=r  Deduplicating storage appliance

&b, Virtual Labs mm  Dell Data Domain, ExaGrid, Fujitsu ETERNUS C5800, HPE StoreOnce, Infinidat InfiniGuard or Quantum DXi. If you
4 (% Managed Servers are unable to meet the requirements of advanced integration via native appliance API, use the network attached

storage option instead.
= Microsoft Windows

ap» Object storage

8F  On-prem object storage system or a cloud object storage provider.

A Home

['il]? Inventory

3. Select the SMB share option, then enter the IP share folder and access credentials.

v Backup and Replication

Dl

2
Lm

Backup Repository

x
Rescan Network Attached Storage
Repesitory @ Select the type of a shared folder you want to use as a backup repository.
Manage Repository Toals
Backup Infrastructure
NFS share
= Backup Proxies 1 = Adds an NFS share. This is the recommended configuration for leveraging storage capacity provided by NAS
. " devices.
Backup Repositories g GB
External Repositories £ GB
(54 Scale-out Repositories i SMB share B
&» WAN Accelerators I Adds an SMB (CIFS) share{%nr liability reasons, this config 1 is recommended for continuously available
(CA) network shares only.

(1 Service Providers
4 (7 SureBackup
111, Application Groups
£, Virtual Labs
4 (£} Managed Servers
[Fz= Microsoft Windows

/n\ Home

Inventory

Configure Veeam Backup & Replication Official
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o,  Share
=71 Typein UNC path to share (mapped drives are not supported), specify share access credentials and how backup jobs should
% write data to this share.

Name Shared folder:

[Wis2.168.195.1\cifs [ || Browse.. |
| [rr—roer—
Repository [ This share requires access credentials:
R [ admin (admin, last edited: less than a day ago) V[ Ak |
Manage accounts
Revi
i Gateway server:

Apply |Automatic selection [ l Choose... |
Summary

Figure 2-9  Add a Repository Step 4

4. Confirm the Mount server, then apply the setting. Check the repository already created in

the menu.

Mount Server
Specify a server to mount backups to when perfi dh d restores (file, application item and instant VM recoveries).

=

= g

g Instant recoveries require a write cache folder to store changed disk blocks in.
Name

Mount server:
[WIN-UNP1401Q0SK (Backup server) v| [ AddNew... |
Share
Instant recovery wrk cache folder:
Repasitory |c:\ProgramDatal Veeam\Backup\IRCache\ | Browse.. |

_ Ensure that the selected volume has sufficient free disk space to store changed disk blocks of instantly
d machines. We d placing the write cache folder on an SSD drive.

[ Enable vPower NFS service on the mount server (recommended)

Review

Unlocks instant recovery of any backup (physical, virtual or cloud) to a VMware vSphere VM.
Apply vPower NFS service is not used for instant recovery to a Microsoft Hyper-V VM.
Summary

Figure 2-10 Add a Repository Step 5

Configure Veeam Backup & Replication Official
Document
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Apply

Name

Share
Repository
Mount Server
Review

Summary

Backup Repository

Please wait while backup repository is created and saved in configuration, this may take a few minutes.

Veeam Setup Guide
Application Note

Message

) Starting infrastructure item update process

(£ [WIN-UNP1401Q0SK] Discovering installed packages

2 Registering client WIN-UNP1401QOSK for package Transport
) Registering client WIN-UNP1401QOSK for package vPower NFS
() Registering client WIN-UNP1401Q0SK for package Mount Server
) Discovering installed packages

(2 All required packages have been successfully installed

() Detecting server configuration

& Reconfiguring vPower NFS service

() Creating configuration database records for installed packages
2 Collecting backup repository info

() Creating database records for repository

(£ Backup repository has been saved successfully

)

Duration
0:00:02

]—F‘revluus” Next > H

Finish | J Cancel

Figure 2-11

Add a Repository Step 6

= =

= =

Add Rescan
Repository Fey

Manage Repository Tools

Ba(Rsp Infrastructure

Backup Proxies
Backup Repositories
s External Repositories
E¥ Scale-out Repositories
€3 WAN Accelerators
{77 Service Providers
4 SureBackup
& Application Groups
£b, Virtual Labs
4 (£ Managed Servers

E- Micresoft Windows

1 0 60

.
4

Home

A
=

Inventory

Name T Type

=, Backup Repository CIFS SMB
Backup Repository iscsi Windows
Default Backup Repository ~ Windows

= ISCSI Windows

Figure 2-12 Add a Repository Step 7

5. Go to Home > Jobs > Backup, and select the Windows computer.

Configure Veeam Backup & Replication
©2024 QSAN Technology, Inc. All rights reserved.
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Veeam Backup an?,
W0

-=t-ation

Home

R
=1 = s =i E= (===] [==] v
Backup Replication CDP Backup SureBackup Restore Import Export Security &

Job ~ Job~  Policy~ Copy Job - Backup Backup Compliance
Primary Jobs Secondary Jobs Restore Actions

Home Q'L-c n on object name to s

- 3 Name T Type Objects Status
= ¥, Virtual machine... Windows Agent Backup 1 Stopped
4 L Backups | 43 Replication » |z Windows computer... |
¥ Disk (o0 CDP policy v [[A  Linuxcomputer... a
£ 4
a4 L‘?.E.‘l:;‘; 2 5 SureBackup.. 4 Mac computer...
ucce| ; :
(5 Failed B  Backup copy.. s Unix computer...
S File COpY.. 5] Application L
Object st
& Add view... (‘% N
‘ﬁ_l\ File share...

ﬁ Home

‘;E]E] Inventory

6. Keep the default setting and click the Next button, then enter a job name.

Job Mode

Name
Computers o
O Failover cluster
Backup Mode
Mode:
Storage

() Managed by backup server

Guest Processing Veeam backup server schedules and executes backups on the protected computers. This mode is

recommended for always-on kloads with a pi to the backup server, such as
Schedule servers or clusters located in the same data center.
) Managed by agent
Summary Veeam backup server deploys the protection policy to all agents, however the job is managed by the
agent itself, This mode is recommended for workstations and servers located in remote sites with poor
connectivity to the main data center,
< Previous I N_abs Finish Cancel I
Configure Veeam Backup & Replication Official
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7. Next, enter the host IP address and Credentials. In the Backup Mode submenu, we choose
File level backup as example.

Backup Mode
Storage

Guest Processing
Schedule

Summary

Select protection groups or individual machines to back up. Protection groups provide a dynamic
updates the list of protected machines as new ones are discovered.

Protected computers:

scope that

Name Type

Host name or IP address:
192.168.195.23

Credentials:

Manage accounts

Figure 2-15 Enter Host IP Address

Job Mode
Name

Computers

Obyjects

Storage

Guest Processing
Schedule

Summary

Choose what data you want to back up from selected computers.

() Entire computer

Back up entire computer image for fast recovery on any level. Deleted, temporary and page files are

automatically excluded from the image to reduce the backup size.
[ Inchude externsl USB drives

B I Ymetewt o

Back up images of specified volumes, for example only data volumes. Deleted, temporary and page files

are automatically excluded from the image to reduce the backup size.

® File level backup (slower)

Back up selected files and directories anly. This mode still produces an image-based backup, but only

with protected file system objects included in the image.

Figure 2-16 Select Backup Mode

Configure Veeam Backup & Replication
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8. Select the objects which you want to backup.

Objects

Job Mode

Name
Computers
Backup Mode
Ok
Storage
Guest Processing
Schedule

Summary

__ Specify objects you would like to include in the backup.

User profile folders to backup:

Veeam Setup Guide
Application Note

yDesktop

t, Favorites, Downloads, Other files arl | Choose... ]

Documents

Pictures

[Vl Video

[w] Music

Favorites

[¥! Downloads

[_| Application Data

[v] Other files and folders

Exclusions:
|v| Exclude roaming profiles

To specify file exclusion settings, click Advanced

and click the Finish button.

Figure 2-17 Select Backup Objects

Configure Veeam Backup & Replication
©2024 QSAN Technology, Inc. All rights reserved.
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g Storsge
S
Job Mode:
Name
Computers
Backup Mode

Objects

Guest Processing
Schedule

Summary

— ‘V Specify a backup repository to store the backup files produced by the backup job and customize advanced job settings if required.

_ | "] Configure secondary destinations for this job

Backup repository:

Default Backup Repository (Created by Veeam Backup) -
WIN-UNP140100SK\Administrator at 4/24/2024 5:05 AM.)

Backup Repository iscsi (! k ated by WIN-UNP1401QOSK\Administrator at 4/24/2024 4:35 AM.)
Default Backup Repository (Created by Veeam Backup)

ISCSI (Created by WIN-UNP1401Q0SK\Ad at 4/24/2024 3:43 AM)

["] Keep certain full backups longer for archival purposes

Copy backups produced by this job to another backup rep y, or tape. We
least one copy of your backups to a different storage device that is located off-site.

to make at

Advanced job settings include backup mode, compression and deduplication,
block size, notification settings, automated post-job activity and other settings.

[<previous | [ Net> | Foen

a z Backups
2 Disk

[ Failed

ﬁ Home

L%E] Inventory

Last 24 Hours
(& Success

Name * Type Objects Status
:Q'; Agent Backup Job 1 Windows Agent Backup 1
{6} Agent Bacuun lah.cif Windnws Agent Backup 1

I Lﬁg“

Stop

Stopped
Stopped

Retry
B Activefull
Statistics
Report
Disable
Clone
Delete

5“'5 Edit...

Application Note

10. Check the task we just created in the list, and run the task. And then wait for the task to
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== Backup and Replication
- [

Home View Session

Veeam Setup Guide
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Statistics Report

Actions Details
Home Q',: an object name to search for
a Job Name Session Type Status Start Time End Time +
[ Agent Backup Job cifs Windows Agent... Success 4/24/2024 5:08 AM 4/24/2024 5:10 AM
L [ Infrastructure ltem Deletion Infrastructure It..  Success 4/24/2024 5:02 AM 4/24/2024 5:02 AM
[ Agent Backup Job 1 Windows Agent... Success 4/24/2024 437 AM 4/24/2024 4:41 AM
4 [ Last 24 Hours [ Rescan of Agent Backup Job 1 Rescan Success 4/24/2024 437 AM 4/2472024 4:38 AM
Es Success [@ Infrastructure ltem Deletion Infrastructure It.. Success 4/24/2024 4:32 AM 4/24/2024 4:32 AM
\:_; Failed
SUMMARY DATA STATUS
Duration: 02:37 Processed: 28.1 GB (100%) Success: 1
Processing rate: 0KB/s Read: 2828 Warnings: 0
/h\ Home
Bottleneck: Transferred: 2828 (1x) Errors: 0
1%@ Inventory
Name Status Action

‘rE'j Backup mffasrucuure Bl WIN-UNP1401QOSK 9 Success ) Job started at 4/24/2024 5:08:02 AM
& Building hosts list
© Processing WIN-UNP1401Q0SK

@ Job finished at 4/24/2024 5:10:39 AM

§= Storage Infrastructure

'rﬁ Tape Infrastructure

11. Finally, you can find backup file in the file explorer.

nen-| 19216819523
m Home Share View
7} * T ii, « cifs » AgentBackup Job cifs » 192.168.195.23 v ¢ 71 2.168.195.2 b
i Favorites Name = Date modified Type Size
B Desktop o Agent Backup Job cifs - 192.168.195.23 Veeam Backup & ...
& Downloads i) Agent Backup Job cifs - 192.158.195.23[%. Veeam Backup & ..
= Recent places
1% This PC
e Desktop
Configure Veeam Backup & Replication Official
Document

©2024 QSAN Technology, Inc. All rights reserved.
Www.gsan.com



17

Application Note

In this introduction, we highlight the capability of the Veeam Agent to integrate with NAS and
SAN devices. We emphasize the value of this integration in enhancing data protection strategies.
Furthermore, we mention that the application note will provide instructions and best practices
to guide users in effectively leveraging the Veeam Agent's capabilities in conjunction with NAS
and SAN. Finally, we underline the importance of optimizing backup processes and ensuring
data security and availability through this combined approach.

3.1. System Requirements

The Veeam Agent is designed to be lightweight and compatible with a wide range of hardware
configurations. It can be installed on both PCs and servers in an IT environment. The system
requirements for the Veeam Agent are minimal, making it accessible for most users.

Hardware
= CPU: 1 GHz or faster
= RAM: 2 GB or more

= Disk Space: At least 200 MB of free space on the system drive for installation

Network

= |nternet connectivity is required for initial product activation and obtaining updates

TIP

It is important to ensure that the hardware meets the minimum
requirements to ensure smooth operation and performance when using the
Veeam Agent. Additionally, the system should have sufficient disk space to
accommodate the backup data.

Configure Veeam Backup Agent
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These system requirements are intended to provide compatibility with a wide range of PCs and
servers commonly found in personal and IT environments. By meeting these requirements,
users can proceed with the installation and enjoy the benefits of using the Veeam Agent to back
up their PCs or servers.

3.2. Installation

To install and configure the Veeam Agent, please follow these steps.

1. Visit the following webpage to download the Veeam Agent for Windows: Veeam Agent for
Microsoft Windows FREE.
2. Onthe download page, click on the Download Now button to start the download process.

Choose the appropriate version (32-bit or 64-bit) based on your system architecture.

3. Once the download is complete, locate the installation file and double-click on it to begin
the installation process.

4. Inthe Veeam Agent installation wizard, carefully read and accept the EULA (End User
License Agreement) to proceed with the installation.

5. Select the desired installation type. The available options may include Typical or Custom.
For most users, the Typical installation is recommended, as it includes all the necessary
components for backup operations.

6. Specify the installation location on your system where you want the Veeam Agent to be
installed. By default, the software will suggest a location, but you can choose a different
path if desired.

7. You may have the option to install additional components or configure advanced settings.
Review the available options and make any necessary selections based on your
requirements.

8. Once you have reviewed and confirmed the installation settings, click on the Install button
to initiate the installation process.

9. The installer will now proceed to install the Veeam Agent on your system. This may take a
few moments.

10. Once the installation is complete, you will see a confirmation message. You can choose to
launch the Veeam Agent immediately or exit the installer.

11. To configure the Veeam Agent, launch the application from the Start menu or desktop
shortcut.

12. Follow the on-screen prompts to set up the backup job, select the files and folders to be
included in the backup, and specify the backup destination, such as a NAS or SAN storage.

13. Once you have configured the backup settings, you can schedule the backup job to run
automatically at specified intervals.

Configure Veeam Backup Agent
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That's it! You have now successfully installed and configured the Veeam Agent. You can start
enjoying the benefits of automated backups and data protection for your personal PC or server.

Remember to regularly review and adjust the backup settings based on your changing
requirements.

3.3. Configure a Backup Job

Here is an example to configure a backup job.

[5] Mew Backup Job 4

Backup Mode
w Chioose what dats you want to backup from this computer.

Name () Enfire computer (recommended)

Back up your entine computer image for fast recevery on amy level. Deleted, temporary and page
files are automatically excluded from the image to reduce the backup size.

Bestnation ) Volume level backup

Back up images of sebected volumes, for example only dats wolumes. Deleted, temporary and page

Lecal Storage files are automatically excluded from the image to reduce the backup size.

Schedule
(®) Fie level backup [dower)
Summary Back up individual files and folders by mask. This mode produces an image-based backup with ondy
selected files included in the image.

Configure Veeam Backup Agent Official
©2024 QSAN Technology, Inc. All rights reserved. Document

Www.gsan.com



[5] Mew Backup Job

Veeam Setup Guide
Application Note

Destination

Choose where you want to backup your data to. We highly recommend that you da not store your backups on the same:
= computer that you are protecting.

Name

Backup Made

®) Local storage

Chocse this eption te back up to a locally attached storage device such as USE, Firewire or eSATA
external h{[4 drive. Backing up ta intemal hard drives is not recommenided.

(oS O shared toder

Local Starage

Schedule

Summary

Chocse this option to back up to an SMB (CIFS) share on a Mebwork Attached Storage [MAS) device,
oron a regular file senver.
() Vieeam backup repository

Chaose this option to back up to & backup repesitony managed by Vesarn Backup & Rephcation 10
or lates server,

) Microsaft OneDrive
Choese this option to back up to the Mecroseft OneDrive o Micreseft OneDrive for Busness.

virw Backup lob

2

H

Figure 3-2  Configure a Backup Job Step 2

Addvanced Settings

Backup Maintenance  Siorage

Storage-laval comugption guard

] Pestorm backup fies Iy check [detects and auto-hesh coruplion)

= Monthhy en:

Weeldy on selecied diyy

Fridey

Full backup file mantenance

Use these settings to defragment and compact Tull baciup file penadically
whan the job schedule doss net include peroda: fully,

] Defragment and compact full backup file

+ oy on (TN (S (e
Waeeldy on selected dayn

Satucls
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[ Mew Backup lob L
Sehedule
* Choose when you want backup pob to be started automatically,
-
Marre Pesicdically
We will wake your computer from sleep to take o unless the connected standby power model
Backup Mode s enabled. Hormally, this model is only erabled on devices, such as tablets.
e 2wy R —
Shared Foldar I corrguten is powsead aff st this tire )  powtred ¢
P Orcrvece nien compurshola ST T
Sumimary
A tha following events
] Lok
[ Log oft
(] Wihen backup target is connectsd @)
et immovabie orege ande beckup i completed (Cryptolocker protactson)
Dack up ne more clten than evary E- :] _

Figure 3-4  Configure a Backup Job Step 4

Progress
* Plaasa wait whila restore i being parformad. This may take a while depanding on the size of restond disks,

| -

Backisp Location Log:
Meisage Duration

Feetwiik Storage
9 Loading backup files

Shared Folder (D Restare process staned ut &/23/2020 1:53:58 PM

- 9 Saving restors logs 00:03

o ) Updating disk partition structure

Rasiore Fokit ) Restoring Recovery (5200 MB) 529.0 MB restored at 248 MBYs (100% done) 00:02
€ Restoring EF| systermn partition (#8.0 M) 99.0 MB restored at 333 MB/s (100% do...

Restone Mods () Rewtoring (1) (1264 GBJ: 13.3 GB restorad s 245 MBJs (10% done) 057

Sumemsry

Figure 3-5  Configure a Backup Job Step 5
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Veeam Backup & Replication v12 is a comprehensive backup and recovery solution designed to
protect data on Windows hosts. Its strength lies in its comprehensiveness and flexibility,
catering to various backup needs and environments. Through Veeam, users can easily back up
essential data such as files, applications, system configurations, and more, with the capability
for quick and reliable restoration when needed. Additionally, Veeam offers incremental backup
functionality, meaning it only backs up the changed portions, thereby saving backup time and
storage space. Managing Veeam Backup & Replication v12 is also straightforward, featuring an
intuitive and user-friendly interface where administrators can easily configure and monitor
backup jobs, and generate reports to ensure smooth operation. In summary, Veeam Backup &
Replication v12 is an excellent backup solution, offering comprehensive features, efficient
performance, and ease of management, ensuring data security and providing reliable business
continuity.

The Veeam Agent provides a robust and free software solution for backing up PCs and servers.
By leveraging external storage devices like NAS and SAN, users can enhance their data
protection strategies with increased flexibility, convenience, and performance. NAS offers
benefits such as network accessibility, shared storage capabilities, and ease of management,
making it an ideal choice for backup destinations. On the other hand, SAN provides high-speed
data transfers, low latency, and efficient storage utilization, catering to organizations with
demanding performance requirements.

Remember, data protection is crucial, and leveraging the capabilities of the Veeam along with
external storage is a valuable approach to safeguarding your information assets.
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5.1. Apply To

=  XEVO firmware 2.3.3 and later

= QSN firmware 4.0.3 and later

5.2. Reference

Product Page
= XCubeSAN 5300 Series

= XCubeNXT 8100 Series

Document

=  XEVO Software Manual

= QSM 4 Software Manual
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